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Real Talk sessions are for everyone. The are 
made for a general audience.

Organizing for Change are sessions for volunteers and 
grassroots organizers and those wanting to get started.

Need help getting started?
Download or print guides, workbooks, and sample 
letters and postcards.
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Today’s real talk:
● Know what disinformation is and why this is 

happening.

● Assess your media literacy and learn best practices.

● Understand how people can believe this stuff.

● Discuss the politicking of climate. 

● How to break through with the truth.



Ice Breaker- Zoom Poll- Question #1

Have you talked about the need for 
action on climate change in the 
past few weeks?

● Yes
● No



Have you talked about the need for 
action on climate change in the past 
few weeks?



What is disinformation?





How did we get here?



How did we get here?
Pre-digital
Gatekeeper model- Journalistic practice 
fact checked before publishing.

Shared experience of the news.

Now
We are our own gatekeepers.

We create our own media bubble, our own reality, 
even our own truth.

Intentionally misleading content lowers trust 
and lets us slip into our own reality.



Curate 
your 

sources



How did we get here?

Both-sides reporting creates an inaccurate perception that there is 
significant disagreement on an issue where there is actual 
consensus.

It can change.

Reporting on climate change has shifted in the past 15 years:

90% of articles reflected the consensus.
5% offered false balance
4% were denialist

“So, it will be important for researchers to examine the stealthier ways in which opponents of climate 
action are now working to undermine efforts to address the causes and consequences of climate change.”



Is this legit?

Check where it is 
posted

Check the 
original
source

Smell
Test



Is this legit?

Check where it is 
posted

Check the 
original
source

Smell
Test



Why does this work?
"Another part of that green deal is the huge 
solar farm that they have out on the border of 
California and Nevada. Thousands of acres of 
concave mirrors that magnify the sun toward 
three towers, heat up the liquid in there and 
turn turbines. They weren't anticipating that 
there would be hundreds and thousands of 
what they would call flamers because when the 
birds fly through, if they survive the 
windmills, then they hit that magnified sun, 
explode in flame and down, they go bird, guts 
all over the mirrors. So that takes some 
cleaning up. This is the green stuff that's just 
out of control and is going to bring the nation 
down"

● Confirm belief

● State a number

● Give it a memorable catch-phrase

● Talk about something we care about

● Tie it to a familiar story

● Paint a picture



20 “superspreader” pro-Trump 
Twitter accounts were the original 

source of 20% of misleading 
narratives about voting.

How superspreaders work
In two months, of 812,000 anti-vaxx posts 
on Facebook, 73% come from 12 accounts.

Most shared posts 
every day are from far 
right opinion accounts.



How superspreaders work



Put an arm around 
them and share best 
practices.

Stop. Drop. Go.

Countering Best Practice

Ignore it! Ignore the 
hateful or dumb post. 
Walk away. Leave that 
RT or reply in the 
drafts!!

  Help a friend.  Amplify good stuff.

GOOD:
Retweet
Like

BETTER:
Retweet with your 
own comment
Reply

BEST:
Add original posts
Post about a mix of topics 
that interest you



Countering Best Practice
Any Click

=
Vote for 

importance

Do not retweet bad 
content, even to say it is bad.

Do take a screenshot
and share that.



DEMOCRATS BOTH GOP
(Infrastructure Bill)

● Upgrade power grid

● Charging stations for 
electric vehicles

● Modernize public transit

● Safety for pedestrians and 
cyclists

● Research new clean 
energy technologies

● Technology to capture and 
store carbon dioxide 
emissions

● Developing new nuclear 
reactors

● Planting trees

● Tax credits for 
carbon capture

● Rapid expansion of wind and solar 
energy

● Increase energy storage

● Electrify transportation

● Clean Electricity Payment Program

● Energy efficient buildings

● Methane pollution fees

● Tariffs on imports from high carbon 
emitting countries

(Budget Reconciliation)

We got a lot in common



Difference- technology will save us



Difference- technology will save us



Intentional Confusion



Our brains evaluate 
information for truth.

How can people believe this stuff?

INFO

Do others 
believe it?

Can I easily 
find evidence?

Is this 
compatible with 
what I believe?

Does it tell a 
good story?

Is it from a 
familiar source?

Familiar 
=

Easy to 
process as 

true.

People told three times that a 
statement was false are more 
likely to believe it is true than 
if they were told it only once.

Is it true?



Our brains evaluate 
information for truth.

How can people believe this stuff?

INFO

People told three times that a 
statement was false are more 
likely to believe it is true than 
if they were told it only once.

Do I want it to be true?



How can people believe this stuff?
Many people have a heuristic to 
trust science. They do not need 
to know how it works.

Skeptics and those who distrust 
American government and 
institutions do not have a 
heuristic shortcut to help make 
the complex decision. They are 
confronted with all the 
intricacies of climate science 
when they determine trust.

A heuristic technique, or a heuristic, is any approach to 
problem solving or self-discovery that employs a practical 
method that is not guaranteed to be optimal, perfect, or 
rational, but is nevertheless sufficient for reaching an 
immediate, short-term goal or approximation.



People with little expertise or 
ability assume they have 
superior expertise or ability. 

They don’t have enough 
knowledge to know they don’t 
have enough knowledge.

How can people believe this stuff?

Illusion of Explanatory Depth
We think we understand complex systems 
better than we do.

“Explain that to me”
Explaining what they think they understand 
will make them more humble, curious, 
nuanced, more moderate and less extreme.

Dunning-Kruger effect



● Start with empathy and be vulnerable. “I can feel your yearning for things to be 
different than what they are.”

● “Explain that to me.” And listen. Do not interrupt. Be curious.

● Ignore their politics. And do not say yours.

● Pick your one battle and repeat the one simplified truth. “Extreme weather from 
climate change we thought would come decades from now is here today.”

● If they ask a question you do not know how to answer, say that, say “I don’t know, 
but let’s look it up” and pull out your phone and google it.

● Talk to people you know. You are familiar and they will listen and trust you.

Repeat the truth and actively listen.



What is the goal of disinformation?
Dismantle trust

Trust is necessary for our democratic society.

Trust is necessary to progress into a racial and 
economically  equitable society.

“Access to trust in and by institutions, from the first 
days of enslavement to the present-day economy, has 
been deeply unequal in our country. And many systems 
and institutions we depend on have seen whatever trust 
they did have erode over time…
Progress will depend on our ability to rebuild what has 
been lost, and in some places to build trust that was 
never there in the first place.”

How?
Pushing conspiracies and sense of 
belonging- When someone whispers “Trust no 
one,” they are inevitably also saying, “Trust me.”

Both sides-ism creates controversy.

Denial of facts and shared reality.

Feeding algorithms negativity to sow 
division.

Why?



Rebuild trust through vulnerability
The foundation of trust is vulnerability.

A core feature of trust is reciprocity.

To build trust- Be vulnerable. Create space, be curious, actively 
listen.

● “It scares me, it is changing so fast and I don’t know what I am 
supposed to do.”

● “I’m not sure about that, let’s look it up.”

● “How someone voted doesn’t make them a bad or good person.”



Download this session’s handout and complete the activities to get 
started on media literacy and having empathetic conversations.

Need more help starting those conversations? Use our Unlock Your 
Political Power workbook to walk you through step by step.

www.buildingbridgesforamerica.com/courses

Next Steps



1.  UNESCO “Journalism, Fake News, and Disinformation” 
      https://en.unesco.org/fightfakenews
      https://en.unesco.org/sites/default/files/f._jfnd_handbook_module_2.pdf

2. Adfontes Media Bias Chart https://www.adfontesmedia.com/

3. CDC vaccine information- http://vaccines.org
     CDC FAQ’s about COVID  https://www.cdc.gov/coronavirus/2019-ncov/faq.html
    CDC FAQ’s about vaccines  https://www.cdc.gov/coronavirus/2019-ncov/vaccines/faq.html

4. “Trust” by Pete Buttigieg
https://bookshop.org/books/trust-america-s-best-chance-9781797119212/9781631498770

5. Pew Research report “Trust and Distrust in America”
https://www.pewresearch.org/politics/2019/07/22/trust-and-distrust-in-america/

6. Making the Truth Stick and Myths Fade https://behavioralpolicy.org/wp-content/uploads/2017/05/BSP_vol1is1_Schwarz.pdf

7. Psychology Today basics on Dunning-Kruger effect
https://www.psychologytoday.com/us/basics/dunning-kruger-effect

8. Hidden Brain podcast episode with Adam Grant
https://hiddenbrain.org/podcast/the-easiest-person-to-fool/

9. Adam Grant “Think Again: The Power of Knowing What You Don’t Know”
https://bookshop.org/books/think-again-the-power-of-knowing-what-you-don-t-know-9781984878106/9781984878106
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Give us a follow on social media, 
@buildbridges4america!



Learn more at
www.buildingbridgesforamerica.com.

Thank you for joining us.


